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— OUR —
PURPOSE

IS TO HELP

CUSTOMERS
DELIVER PRODUCTS
THE WORLD CAN

TRUST

NQA is aworld
leading certification
body with

global operations.

NQA specialises in
certification in high
technology and
engineering sectors.

»
%

LONDON (JFF ]

a
r2-&goston |

AMERICA’S NO.1 TOP 3 IN THE UK
Certification body in ISO 9001, ISO 14001,
Aerospace sector ISO 45001, ISO 27001

GLOBAL NO.1 GLOBAL NO.3

Certification body in Certification body in
telecommunications and Aerospace sector
Automotive sector
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Certification.body in
Automotive sector

UK’S NO.2

Certification body in
Aerospace sector




@' CERTIFICATION AND TRAINING SERVICES

NEVER STOP IMPROVING

We specialize in management systems
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NATIONWIDE
TRAINING

RANGE OF COURSES

Q0000

QUALITY ENVIRONMENT ENERGY HEALTH AND  INFORMATION
SAFETY SECURITY

SERVICES

ACCREDITED
COURSES
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- Virtual
= Learning
=
MEDICAL BUSINESS AEROSPACE INTEGRATED
DEVICES CONTINUITY MANAGEMENT

e-Learning /
: Live Webinars

@ In-house
Training

° Public Training
[@ Nationwide
®®®  Locations

» e-Learning Introduction

» 1 day Introduction Courses

» 2 day Implementation Courses

« 2 day Internal Auditor — NQA or IRCA
* 5 day Lead Auditor — NQA or IRCA

) CQl & RCA

ROVED TRAINING PARTNER
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INFORMATION
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MANAGEMENT
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MANAGEMENT
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TRANSITION
DEADLINE

October 31st 2025

I

Transition Information

BOOKINGS

MOA is now taking
bookings.

CONTACT US

DAYS

Transition will be 1 For more information

day on top of the - about your specific

usual audit you RECERTIFICATION timeline and details
choose. Recertification contact out team.
would be the ideal
time to transition.

WWW.Nnga.com >
0300 052 2424
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ISO 27001:2022
nga. GAP GUIDE

1ISO 27001:2022
A8l CLIENT GAP ANALYSIS TOOL
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@' Gap Analysis Definition

NEVER STOP IMPROVING

A Gap Analysis is a strategic planning
tool to help you understand where you
are, where you want to be and how
you're going to get there.
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Any gap analysis should then help you to \ / \
identify and prioritise the key steps : \
required to bridge your gaps. PLAN \




- NQA Gap Analysis Material

NEVER STOP IMPROVING

CERTIFICATION INDUSTRIES SUSTAINABILITY SOLUTIONS

Home / Certification / Standards / ISO 27001

INFORMATION SECURITY MANAGEMENT

ISO 27001

ISO 27001:2022 is the International Standard for

Information Security Management Systems.

We do not require you to
use our tool

TRAININ

Information Security Toolkit

Measuring
! Operational
g Resilience

Method

2022

CityFibre Case
Study

Is Your Management
System Integrated?

Download Certification
Logos

ISO 27001:2022
Gap Analysis

ISO 27001:2022
Gap Guide
2023 Update
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o) NQA ISO 27001:2022 Gap Guide

NEVER STOP IMPROVING

CLAUSE | REQUIREMENT | GAP
ISO 27001:2022 4 Context of the organization
NQa.| GAP GUIDE
Zamts ';'" e———— 42 Understanding This control now explicitly requires your organization to
( the needs and be able to demonstrate which of your interested parties’
' 11 expectations relevant requirement will be addressed through the ISMS.
l of interested
parties
CONTROL | REQUIREMENT GAP . .
8 Technological controls The Ga p gu Ide IS tO be used as
8.9 Configuration Configuration management of networks and systems must acom pa nion to t h e G d p TOOI
management now be established, implemented, monitored and reviewed. .
This will include identifying threats, weaknesses and Wh IC h S h ou | d a d d cO ntext
vulnerabilities to security configurations. ‘
8.10 Information This control requires information that is no longer required
deletion to be securely deleted when it is out of date or no longer

required.




;" NQA 1SO 27001:2022 Gap Tool

NEVER STOP IMPROVING

Part 1: New concepts

Tip: Ensure that these new concepls have been deployed in a manner that supports the Process Approach and Risk-Based Thinking.

New requirement

Part 1 — Introduces new concepts

[orase | Clavso Jactury —————

Have you identified interested parties relevant to the
ISMS, their relevant requirements and which of these will
be addressed by the ISMS?

Has the client demonstrated they have
mel the requirements of this clause?

A more explicit requirement for ensuring that interested  Identify
|parties, their needs and expectations relevant to the
ISMS have been identified.

4.2.a.b.c)

Evidence of compliance (C Comments if required (4

Part 2 — Focusses on the

requirements of the standard,
not the new requirements

Tip: Ensure that you can demonstrate that each requirement of IS0 27001:2022 has been addressed within the ISMS.

150 27001:2022 IS0 27001:2022 cross reference and the significant

changes from the 2013 version
4.1 Understanding the organization and its context

Neo change: Have you determined your external and internal Issues
that are relevant to and affect the ISMS?

Has the client demonsirated they have
met the requirements of this clause?
A to complete)

Evidence of compliance (Client | Comments if required (4




@. Why do we insist on the Gap Analysis being performed
emsoewome  ANA @ Gap Tool being presented to the auditor?

Simply — this will provide part of the
evidence supporting the auditor’s
decision as to whether certification to
has been recommended or not.

The Gap tool will be uploaded into
your client notes and be made
available for scrutiny if required by
UKAS.




;- NQA ISO 27001:2022 Gap Tool (Part 1)

NEVER STOP IMPROVING

New requirement Clauso(s) Jpctviy |

Changes In the needs and expectations of Interested Action 9.3.2.c) Are the needs and expectations of interested partles
parties are to be addressed during management {relevant to the ISMS) reviewed during MR?
review.

Evidence of compliance (Clent o complata) Has the client demonstrated they have | Comments if required |.

mel the requirements of this clause?
(A w to complata)

Management Review Minutes - xohod 2023, Yas D Mo
agenda itermn 4.

Management Review Minutes (termplate)




5 NQA 1SO 27001:2022 Gap Tool

NEVER STOP IMPROVING

Changes in the needs and expectations of interested Action 9.3.2.c) Are the needs and expectations of interested parties
parties are to be addressed during management (relevant to the ISMS) reviewed during MR?
review.

Evidence of compliance (I it i Has the client demonstrated they have | Comments if required [4s r to comphata)

met the requirements of this clause?
fA: oF fo complals)

Management Review Minutes - xhod 2023, Yas Mo
agenda item 4.

Management Review Minutes (template)




5 NQA 1SO 27001:2022 Gap Tool

NEVER STOP IMPROVING

Now reguirement Clause(s) [Actvity |

Changes in the needs and expectations of interested Action 9.3.2.c) Are the needs and expectations of interested parties
parties are to be addressed during management (relevant to the ISMS) reviewed during MR?
review.

Evidence of compliance (Cllent fo complate) Has the client demonstrated they have | Comments If required [ds r to complela)

mel the requirements of this clause?
[ or to complata)

Management Review Minutes - xxiod 2023, Vas Mo Reviewed Management Review Minutes

agenda item 4. /2023, Agenda item 4 adresses 'Changes to

Management Review Minutes (template) the needs and expecttions of interested parties”.
The following changes have been noted .




5 NQA 1SO 27001:2022 Gap Tool

NEVER STOP IMPROVING

(owroquroment ——————————— Torase | comro [actary |

Meonitoring activities Action B.18 Are your networks monitorad for anomalous bahaviour?
Plan B.18 If/when detected, how is anomalous behaviour evaluated
and reported?

Evidence of compliance (Client fo complete) Has the client demonstrated they have | Comments i required (Assessor o complela)

met the requirements of this clause?
ssassor o complela)

SIEM installed Yas Mo Observed SIEM inputs and outputs and
Event logs and SIEM dashboard imterviewed Information Security Analyst
Infermation Security Analyst Roles and
Responsibilities

Information Security Incident Reporting
Record.







NEVER STOP IMPROVING




@' TAKE THE NEXT STEP

NEVER STOP IMPROVING

INFORMATION. . g& .”

044150000010

SECURED = Book your
= R . Bcse F place here!

Discover how NQA can help you achieve your information
security goals with an ISO 27001 / ISO 27701 training course.



https://www.nqa.com/en-gb/training/information-security

FURTHER SUPPORT

Call
0800 052 2424

Email:

info@nga.com

Visit LinkedIn
or Twitter
@NQAGIobal

To find out
more information
on certification,
the training we
offer or to receive
top class support
please get in
touch.

Visit our website:
www.nga.com

Check out our
latest blogs
nga.com/blog

Sign up to our
e-zine, InTouch:
nga.com/signup
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Warwick House | Houghton Hall Park | Houghton Regis | Dunstable | LU5 5ZX | United Kingdom
0800 052 2424 | | www.nga.com
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