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KEY INFO

• 45 minute webinar

• Questions in the 
chat box

• Q&A at the end

• Recording of 
webinar circulated 
shortly
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WHAT WE WILL COVER TODAY

• A quick overview of 27002

• The changes to 27002

• New controls

• ISMS implications

• Implications for other 27k standards

• Transition timelines

• Q&A



THE STANDARD:  
ISO 27002



ISO 27001 & ISO 27002

Management System - Requirements
ISO 27001:2013

Information security management systems -
Requirements

Code of practice - Guidance
ISO 27002:2017

Code of practice for information security controls

Management System

4. Context

5. Leadership

6. Planning

7. Support

8. Operations

9. Performance

10. Improvement

Annex A (114 controls)

5. Policies

6. Organisation

7. Human resources

8. Asset management

9. Access Control

10. Cryptography

11. Physical

12. Operations

13. Communications

14. Dev and maintenance

15. Suppliers

16. Incidents

17. Business Continuity

18. Compliance

114 controls

5. Policies

6. Organisation

7. Human resources

8. Asset management

9. Access Control

10. Cryptography

11. Physical

12. Operations

13. Communications

14. Dev and maintenance

15. Suppliers

16. Incidents

17. Business Continuity

18. Compliance



REQUIREMENTS VS. GUIDANCE

Management System - Requirements

ISO 27001:2013
Information security management systems -

Requirements

Code of practice - Guidance

ISO 27002:2017
Code of practice for information security controls



THE CHANGES
ISO27002:2022



THE CHANGES TO 27002: TITLE

2017 Information technology –
Security techniques –
Code of practise for information security controls
(ISO/IEC 27002:2013)

2022 Information security, cybersecurity and 
privacy protection – Information security 
controls



THE CHANGES TO 27002: CONTROL GROUPS

2017 14 Control Groups

2022 4 Themes

Control Groups

5. Policies 12. Operations

6. Organisation 13. Communications

7. Human resources 14. Dev and maintenance

8. Asset management 15. Suppliers

9. Access Control 16. Incidents

10. Cryptography 17. Business Continuity

11. Physical 18. Compliance

Theme clauses

5. Organisational 7. Physical

6. People 8. Technology



THE CHANGES TO 27002: NO GROUP OBJECTIVES

2017



THE CHANGES TO 27002: CONTROLS

2017

2022

114 controls

93 controls

19 controls consolidated
11 new controls
n deleted controls?



THE CHANGES TO 27002: ATTRIBUTES

Attributes are used to create different views of the controls

Control type Information security 
properties

Cybersecurity 
concepts

Operational capabilities Security domains

#Preventive 
#Detective 
#Corrective

#Confidentiality 
#Integrity 
#Availability

#Identity
#Protect
#Detect
#Respond
#Recover

#Governance
#Asset_management
#Information_protection
#Human_resource_security
#Physical_security
#System_and_network_security 
#Application_security
#Secure_configuration 
#Identity_and_access_management 
#Threat_and_vulnerability
#Continuity
#Supplier_relationships_security 
#Legal_and_compliance 
#Information_security_event_management 
#Information_security_assurance

#Governance_and_Ecosystem 
#Protection
#Defence
#Resilience



THE CHANGES TO 27002: ATTRIBUTES

Attributes are used to create different views of the controls 



THE CHANGES TO 27002: ATTRIBUTES

You can create your own attributes
You can ignore those in the standard

For example:
1. Assign risk references to the controls treating specific risks
2. Maturity implementation level
3. Implementation state
4. Responsible department 

Control Treating risk Implementation 
maturity

Implementation state Responsible 
department

Information 
security properties

Operational 
capabilities

5.7 Threat intelligence #6
#15

#Level_2 #Partially_implemented #CISO #Confidentiality
#Integrity
#Availability

#Threat_and_vulnera
bility_management

5.8 Information security 
in project management

#2 #Level_3 #Fully_implemented #CISO
#CSO

#Confidentiality
#Integrity
#Availability

#Governance



NEW CONTROLS



THE CHANGES TO 27002: NEW CONTROLS

5.7 Threat intelligence
Control
Information relating to information security 
threats should be collected and analysed to 
produce threat intelligence.
Purpose
To provide awareness of the organization’s threat 
environment so that the appropriate mitigation 
actions can be taken.



THE CHANGES TO 27002: NEW CONTROLS

5.23 Information security for use of cloud services
Control
Processes for acquisition, use, management and 
exit from cloud services should be established in 
accordance with the organization’s information 
security requirements.
Purpose
To specify and manage information security for the 
use of cloud services.



THE CHANGES TO 27002: NEW CONTROLS

5.30 ICT readiness for business continuity
Control
ICT readiness should be planned, implemented, 
maintained and tested based on business 
continuity objectives and ICT continuity 
requirements.
Purpose
To ensure the availability of the organization’s 
information and other associated assets during 
disruption.



THE CHANGES TO 27002: NEW CONTROLS

7.4 Physical security monitoring
Control
Premises should be continuously monitored for 
unauthorized physical access.
Purpose
To detect and deter unauthorized physical access.



THE CHANGES TO 27002: NEW CONTROLS

8.9 Configuration management
Control
Configurations, including security configurations, 
of hardware, software, services and networks 
should be established, documented, implemented, 
monitored and reviewed.
Purpose
To ensure hardware, software, services and 
networks function correctly with required security 
settings, and configuration is not altered by 
unauthorized or incorrect changes.



THE CHANGES TO 27002: NEW CONTROLS

8.10 Information deletion
Control
Information stored in information systems, devices 
or in any other storage media should be deleted 
when no longer required.
Purpose
To prevent unnecessary exposure of sensitive 
information and to comply with legal, statutory, 
regulatory and contractual requirements for 
information deletion.



THE CHANGES TO 27002: NEW CONTROLS

8.11 Data masking
Control
Data masking should be used in accordance with 
the organization’s topic-specific policy on access 
control and other related topic-specific policies, 
and business requirements, taking applicable 
legislation into consideration.
Purpose
To limit the exposure of sensitive data including 
PII, and to comply with legal, statutory, regulatory 
and contractual requirements.



THE CHANGES TO 27002: NEW CONTROLS

8.12 Data leakage prevention
Control
Data leakage prevention measures should be 
applied to systems, networks and any other 
devices that process, store or transmit sensitive 
information.
Purpose
To detect and prevent the unauthorized disclosure 
and extraction of information by individuals or 
systems.



THE CHANGES TO 27002: NEW CONTROLS

8.16 Monitoring activities
Control
Networks, systems and applications should be 
monitored for anomalous behaviour and 
appropriate actions taken to evaluate potential 
information security incidents.
Purpose
To detect anomalous behaviour and potential 
information security incidents.



THE CHANGES TO 27002: NEW CONTROLS

8.23 Web filtering
Control
Access to external websites should be managed to 
reduce exposure to malicious content.
Purpose
To protect systems from being compromised by 
malware and to prevent access to unauthorized 
web resources.



THE CHANGES TO 27002: NEW CONTROLS

8.28 Secure coding
Control
Secure coding principles should be applied to 
software development.
Purpose
To ensure software is written securely thereby 
reducing the number of potential information 
security vulnerabilities in the software.



ISMS IMPLICATIONS



RISK ASSESSMENT & TREATMENT

• You will need to review your risk assessment
ISO 27001: Clause 8.2
The organisation shall perform information security risk assessments at planned intervals or when significant changes are proposed 
or occur.

• You will need to review your SoA and risk treatment plan:-
ISO 27001: Clause 6.1.3

b) Determine all controls that are necessary to implement the information security risk treatment options
c) Compare the controls determined in 6.1.3 b) with those in Annex A and verify that no necessary controls have been omitted
d) Produce a statement of applicability
e) Formulate an information security risk treatment plan



STATEMENT OF APPLICABILITY

#Governance A.6 Organisation of information security

#Asset_management A.8 Asset management

#Information_protection

#Human_resource_security A.7 Human resources security

#Physical_security A.11 Physical and environmental security

#System_and_network_security A.13 Communications security

#Application_security A.14 Acquisition, development and maintenance

#Secure_configuration

#Identity_and_access_management A.9 Access control

#Threat_and_vulnerability

#Continuity A.17 Business continuity

#Supplier_relationships_security A.15 Supplier relationships

#Legal_and_compliance A.18 Compliance

#Information_security_event_management A.16 Incident management

#Information_security_assurance

You will need to remap

Operational attributes can help



IMPLICATIONS FOR OTHER STANDARDS

There are no plans to change 
these standards



TRANSITION TIMELINE



TIMELINE TBC

2022

Transition period begins
All current existing certificates to ISO 
27001:2013 will expire two years from 
the last day of the month of the release 
and publication of the updated version 
of ISO 27001.

CB’s must cease conducting initial and 
recertification audits.  As such, all initial 
and recertification audits occurring after 
this date must be conducted against the 
updated version.

Any remaining transition audits should 
be completed (allowing suitable time 
for corrective actions and certificates 
to be issued).

Transition period ends

2024

Certificates for ISO 27001:2013 will 
no longer be valid

TBC TBC



Q&A



THANK YOU
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