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NQA is a world 
leading certification 
body with 
global operations.
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certification in high 
technology and 
engineering sectors.
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We specialise in management systems certification for:

CERTIFICATION AND TRAINING SERVICES

QUALITY AEROSPACE
(QUALITY)

AUTOMOTIVE
(QUALITY)

ENVIRONMENT ENERGY

HEALTH AND 
SAFETY

INFORMATION 
RESILIENCE FOOD SAFETY RISK 

MANAGEMENT
MEDICAL 
DEVICES



NATIONWIDE
TRAINING
SERVICES

ACCREDITED 
COURSES

e-Learning / 
Live Webinars 

Public Training 
Nationwide 
Locations

In-house
Training

Virtual 
Learning

• e-Learning Introduction 
• 1 day Introduction Courses
• 2 day Implementation Courses
• 2 day Internal Auditor – NQA or IRCA
• 5 day Lead Auditor – NQA or IRCA
• Advanced Training

RANGE OF COURSES

QUALITY ENVIRONMENT ENERGY HEALTH AND 
SAFETY

MEDICAL 
DEVICES

BUSINESS 
CONTINUITY

AEROSPACE INTEGRATED 
MANAGEMENT

INFORMATION 
SECURITY



KEY INFO

• 30 minute webinar

• Questions in the 
chat box

• Q&A at the end

• Recording of 
webinar circulated 
shortly

YOUR PRESENTER



AGENDA FOR WEBINAR

• Extensions to ISO 27002

• ISO 27017 overview

• ISO 27018 overview

• The relationship between ISO 27018 and ISO 27701

• Q&A

The rigour of a 
certified 

management 
system has sped up 

the process and 
ensured that we 

have been able to 
deliver what our 
clients need: an 
uninterrupted 

service. 

E.L.F.S.



EXTENSIONS TO ISO 27002



REQUIREMENTS VS. GUIDANCE

Management System - Requirements

ISO 27001:2013
Information security management systems -

Requirements

Code of practice - Guidance

ISO 27002:2017
Code of practice for information security controls

ISO 27017:2015
Code of practice for information security controls based on 

ISO 27002 for cloud services

ISO 27018:2019
Code of practice for protection of PII in public clouds acting as 

PII processors

ISO 27701:2019
Extension to ISO 27001 and ISO 27002 for privacy information management 

–
Requirements and Guidance



REQUIREMENTS VS. GUIDANCE

Management System - Requirements
ISO 27001:2013

Information security management systems -
Requirements

Code of practice - Guidance
ISO 27002:2017

Code of practice for information security controls



REQUIREMENTS VS. GUIDANCE

ISO 27017:2015
Code of practice for information security controls based on ISO 27002 for cloud services



ISO 27018:2019
Code of practice for protection of PII in public clouds acting as PII processors

REQUIREMENTS VS. GUIDANCE



REQUIREMENTS VS. GUIDANCE

ISO 27701:2019
Extension to ISO 27001 and ISO 27002 for privacy information management –

Requirements and Guidance



ISO 27017



ISO 27017 – INFORMATION SECURITY CONTROLS 
FOR CLOUD SERVICES



ISO 27017 – INFORMATION SECURITY CONTROLS 
FOR CLOUD SERVICES



ISO 27017 – INFORMATION SECURITY CONTROLS 
FOR CLOUD SERVICES

Annex A – Cloud service extended control set

CLD.6.3.1 Shared roles and responsibilities within a cloud computing environment

CLD.8.1.5 Removal of cloud service customer assets

CLD.9.5.1 Segregation in virtual computing environments

CLD.9.5.2 Virtual machine hardening

CLD.12.1.5 Administrator's operational security

CLD.12.4.5 Monitoring of Cloud Services

CLD.13.1.4 Alignment of security management for virtual and physical networks



ISO 27017 – INFORMATION SECURITY CONTROLS 
FOR CLOUD SERVICES
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ISO 27017 – INFORMATION SECURITY CONTROLS 
FOR CLOUD SERVICES

• It provides a comprehensive information security management framework for cloud 
service providers who want increased assurance on the security of their operations and 
of customers’ information.

• It provides external assurance to customers that information processed in the cloud by 
the cloud service provider is secure.

• It provides a comprehensive information security management framework for cloud 
services customers and in so doing it holds their providers to account.

• It helps reduce the risk of a security breach.
• It extends and enhances a clients ISO 27001 certification.

What are the benefits?



ISO 27018



ISO 27018 – PROTECTION OF PII IN PUBLIC CLOUDS 
ACTING AS PII PROCESSORS



Controller: determines the means and purposes of the processing of personal data

Processor: processes personal data on behalf of the controller

ISO 27018 – INTENDED USE

Who can use the standard?

It is not for a processor who is using public cloud services



1. Criteria for risk acceptance
2. Risk treatment options
3. Contractual arrangements
4. National and international 

legislation
5. Dependent on provider’s 

role in the cloud computing 
architecture when 
processing controller’s PII

ISO 27018 – CONTROL SELECTION



ISO 27018 – 27002 ENHANCED CONTROLS



ISO 27018 – ANNEX A INFORMATION SECURITY 
CONTROLS

A.11 Information security

A.11.1 Confidentiality or non-disclosure agreements

A.11.2 Restriction of the creation of hardcopy material

A.11.3 Control of logging and data restoration

A.11.4 Protecting data on storage media leaving the premises

A.11.5 Use of unencrypted portable storage media and devices

A.11.6 Encryption of PII transmitted over public data-transmission networks

A.11.7 Secure disposal of hardcopy materials

A.11.8 Unique use of user IDs

A.11.9 Records of authorised users

A.11.10 User ID management

A.11.11 Contract measures

A.11.12 Sub-contract PII processing

A.11.13 Access to data on pre-used data storage space

Aligned to ISO 29100 – Security Techniques – Privacy framework



ISO 27018 – ANNEX A PRIVACY CONTROLS

A.2 Consent and choice

A.2.1 Obligation to cooperate regarding PII principles' rights

A.3 Purpose legitimacy and specification

A.3.1 Public cloud PII processor's purpose

A.3.2 Public cloud PII processor's commercial use

A.4 Collection limitation

A.5 Data minimisation

A.5.1 Secure erasure of temporary files

A.6 Use, retention and disclosure limitation

A.6.1 PII disclosure notification

A.6.2 Recording of PII disclosures

A.7 Accuracy and quality

A.8 Openness, transparency and notice

A.8.1 Disclosure of sub-contracted processing

Aligned to ISO 29100 – Security Techniques – Privacy framework



ISO 27018 – ANNEX A PRIVACY CONTROLS

A.9 Individual participation and access

A.10 Accountability

A.10.1 Notification of a data breach involving PII

A.10.2 Retention period for administrative security policies and guidelines

A.10.3 PII return, transfer and disposal

A.12 Privacy compliance

A.12.1 Geographical location of PII

A.12.2 Intended destination of PII

Aligned to ISO 29100 – Security Techniques – Privacy framework



ISO 27018 – PROTECTION OF PII IN PUBLIC CLOUDS 
ACTING AS PII PROCESSORS

• It provides a comprehensive privacy framework for cloud service providers who want 
increased assurance on the privacy compliance of their cloud services.

• It provides external assurance to customers that personal information processed in the 
cloud by the cloud service provider is managed in a compliant manner.

• It helps reduce the risk of a privacy breach and fines from the ICO.
• It extends and enhances a client’s ISO 27001 certification.
• It may be considered an appropriate alternative to ISO 27701 where the client only 

requires external assurance of the cloud services provision of their business.

What are the benefits?



ISO 27018 VS ISO 27701



ISO 27701 – EXTENSION TO 27001 AND 27002 FOR 
PRIVACY INFORMATION MANAGEMENT

27701 Chapter 27001 Annex SL 
Clause extension

27002 Guidance 
enhancements

27001 Annex A 
additions

Clause 5 6 (clauses 4 and 6)

Clause 6 37

Clause 7 Guidance for 27701 
Annex A

Clause 8 Guidance for 27701 
Annex B

Annex A 31 (Controllers)

Annex B 18 (Processors)

Annex C Maps 27701 to ISO 29100

Annex D Maps 27701 to GDPR

Annex E Maps 27701 to 27018 and 29151

Annex F Provides guidance for applying 27701 to 27001 and 27002

CNIL Press Release 2019

‘The standard was drafted at an 
international level with contributions 
from experts from all continents and 
the participation of several data 
protection authorities.  Experts from 
the CNIL actively contributed to this 
standard, with the support of the 
European Data Protection Board.  It 
represents the state of the art in 
terms of privacy protection and will 
allow organisations adopting it to 
increase their maturity and 
demonstrate an active approach to 
data protection.’



ISO 27018 – 27701 MAPPING

27018 27701
5.1.1 Policies for Information Security X

6.1.1 Information security roles and responsibilities X

7.2.2 Information security awareness, education and 
training X

9.2 User access management

9.2.1 User registration and de-registration X

9.4.2 Secure log-on procedures X

10.1.1 Policy on the use of cryptographic controls

11.2.7 Secure disposal or re-use of equipment X

12.1.4 Separation of development and operational 
environments

12.3.1 Information backup

12.4.1 Event logging X

12.4.2 Protection of log information X

13.2.1 Information exchange policies and procedures X

16.1 Management of information security incidents and 
improvements

16.1.1 Responsibilities and procedures X

18.2.1 Independent review of information security X



ISO 27018 – 27701 MAPPING
27018 Annex A 27701

A.2.1 Obligation to cooperate regarding PII principles' 
rights X

A.3.1 Public cloud PII processor's purpose X

A.3.2 Public cloud PII processor's commercial use X

A.5.1 Secure erasure of temporary files X

A.6.1 PII disclosure notification X

A.6.2 Recording of PII disclosures X

A.8.1 Disclosure of sub-contracted processing X

A.10.1 Notification of a data breach involving PII X

A.10.2 Retention period for administrative security policies 
and guidelines X

A.10.3 PII return, transfer and disposal X

A.11.1 Confidentiality or non-disclosure agreements X

A.11.2 Restriction of the creation of hardcopy material X

A.11.3 Control of logging and data restoration

A.11.4 Protecting data on storage media leaving the 
premises X

A.11.5 Use of unencrypted portable storage media and 
devices X

A.11.6 Encryption of PII transmitted over public data-
transmission networks

A.11.7 Secure disposal of hardcopy materials

A.11.8 Unique use of user IDs X

A.11.9 Records of authorised users X

A.11.10 User ID management X

A.11.11 Contract measures X

A.11.12 Sub-contract PII processing

A.11.13 Access to data on pre-used data storage space X

A.12.1 Geographical location of PII X

A.12.2 Intended destination of PII X



SUMMARY



ANNEX A SUMMARY OF CONTROLS

8 Annex A controls extended 4 times



SUMMARY OF CONTROLS

Aligned to ISO 29100 – Security Techniques – Privacy framework

 ISO 27001 is a management system with Annex A containing 114 security controls
 ISO 27002 is code of practice with guidance on the 114 security controls in ISO 27001 

Annex A
 ISO 27017 is a code of practice with:

• Guidance for cloud service customers on 33 of the 114 security controls in ISO 
27002

• Guidance for cloud service providers on 31 of the 114 security controls in ISO 
27002

• Annex A with 5 controls and guidance for cloud service customers and 7 controls 
and guidance for cloud service providers. These are in addition to the 114 controls 
in ISO 27002 and should be considered in addition to the 114 controls in 27001
Annex A for inclusion in the SoA.

 ISO 27018 is a code of practice with:
• Guidance on 16 of the 114 security controls in 27002
• Annex A with 25 controls and guidance. These are in addition to the 114 controls in 

ISO 27002 and should be considered in addition to the 114 controls in 27001 Annex 
A for inclusion in the SoA.



SUMMARY OF CONTROLS

Aligned to ISO 29100 – Security Techniques – Privacy framework

 ISO 27701 is a management system and a code of practice with:
• Clause 5 that contains 6 PIMS-specific refinements to ISO 27001 Annex SL clauses
• Clause 6 that contains guidance on 37 of the 114 security controls in ISO 27002
• Clause 7 that contains guidance on the 31 controls for controllers in ISO 27701 

Annex A
• Clause 8 that contains guidance on the 18 controls for processors in ISO 27701 

Annex B
• Annex A containing 31 privacy controls for controllers which must be considered in 

addition to the 114 controls in ISO 27001 Annex A for inclusion in the SoA.
• Annex B containing 18 privacy controls for processors which must be considered in 

addition to the 114 controls in ISO 27001 Annex A for inclusion in the SoA.



WHAT WE COVERED
The rigour of a 

certified 
management 

system has sped up 
the process and 
ensured that we 

have been able to 
deliver what our 
clients need: an 
uninterrupted 

service. 

E.L.F.S.

• Extensions to ISO 27002

• ISO 27017 overview

• ISO 27018 overview

• The relationship between ISO 27018 and ISO 27701

• Q&A



Q&A



THANK YOU

Warwick House | Houghton Hall Park | Houghton Regis | Dunstable | LU5 5ZX | United Kingdom  
0800 052 2424  |  info@nqa.com |  www.nqa.com

mailto:info@nqa.com
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