SUPPLY CHAIN SECURITY
ARE YOU THE WEAKEST LINK?

James Keenan David Nutbrown
BU Lead, Information Security Principal Auditor ISO 27001



— OUR —
PURPOSE

IS TO HELP

CUSTOMERS
DELIVER PRODUCTS
THE WORLD CAN

TRUST

NQA is a world
leading certification
body with

global operations.

NQA specialises in
certification in high
technology and
engineering sectors.
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AMERICA’S NO.1 TOP 3 IN THE UK CHINA’S NO.1
Certification body in ISO 9001, ISO 14001, Certification body in

Aerospace sector ISO 45001, ISO 27001 Automotive sector

GLOBAL NO.1 GLOBAL NO.3 UK’S NO.2

Certification body in Certification body in Certification body in
telecommunications and Aerospace sector Aerospace sector
Automotive sector



@' CERTIFICATION AND TRAINING SERVICES

NEVER STOP IMPROVING

We specialize in management systems certification for:
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QUALITY AEROSPACE AUTOMOTIVE ENVIRONMENT ENERGY
(QUALITY) (QUALITY)
HEALTH AND INFORMATION RISK MEDICAL

SAFETY RESILIENCE FOOD SAFETY MANAGEMENT DEVICES




RANGE OF COURSES

Q000

QUALITY ENVIRONMENT ENERGY HEALTH AND INFORMATION

SAFETY SECURITY
Virtual
Learning
MEDICAL BUSINESS AEROSPACE INTEGRATED
DEVICES CONTINUITY MANAGEMENT
e-Learning /

Live Webinars - e-Learning Introduction

* 1 day Introduction Courses

+ 2 day Implementation Courses

2 day Internal Auditor — NQA or IRCA
+ 5 day Lead Auditor — NQA or IRCA

In-house
Training

Public Training
Nationwide
Locations

) CQIl | € IRCA



















ISO 27001 and Supplier Relationships

A.15 Supplier relationships

A.15.1 Information security in supplier relationships

Objective: To ensure protection of the organization’s assets that is accessible by suppliers.

Control
Information security
A15.1.1 |policy for supplier Information security requirements for mitigating the risks associ-
relationships ated with supplier’s access to the organization's assets shall be

agreed with the supplier and documented.

Control

Addressing security | a]] relevant information security requirements shall be established
A.15.1.2 |within supplier agree- |3nd agreed with each supplier that may access, process, store,
ments communicate, or provide IT infrastructure components for, the
organization’s information.

Control
Information and com- , . . :
A.15.1.3 |munication technology |Agreements with suppliers shall include requirements to address

supply chain the information security risks associated with information and
communications technology services and product supply chain.

5.19 Information security in supplier| Control

relationships Processes and procedures shall be defined and implemented to manage

the information security risks associated with the use of supplier’s
products or services.

5.20 Addressinginformation security| Control

within supplier agreements . . . . .
PP 5 Relevant information security requirements shall be established and

agreed with each supplier based on the type of supplier relationship.

5.21 Managing information security| Control

in the information and commu- ) .
T T T e | Processes and procedures shall be defined and implemented to manage
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ISO 27001 and Supplier Relationships

Continuous
Improvement
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NEVER STOP IMPROVING
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@' TAKE THE NEXT STEP

NEVER STOP IMPROVING

INFORMATION. i g

SECURED 4 M) sookyour
- - N place here!
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Discover how NQA can help you achieve your information™
security goals with an ISO 27001 / ISO 27701 training COUI¢



https://www.nqa.com/en-gb/training/information-security

FURTHER SUPPORT

Call
0800 052 2424

Email:

info@nqga.com

Visit LinkedIn
or Twitter
@NQAGIobal

To find out
more information
on certification,
the training we
offer or to receive
top class support
please get in
touch.

Visit our website:
www.nga.com

Check out our
latest blogs
nga.com/blog

Sign up to our
e-zine, InTouch:
nga.com/signup



NEVER STOP IMPROVING

Warwick House | Houghton Hall Park | Houghton Regis | Dunstable | LU5 5ZX | United Kingdom
0800 052 2424 | | www.nga.com


mailto:info@nqa.com
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