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OUR

IS TO HELP  
CUSTOMERS  

DELIVER PRODUCTS  
THE WORLD CAN

TRUST

PURPOSE

NQA is a world 
leading certification 
body with 
global operations.

NQA specialises in 
certification in high 
technology and 
engineering sectors.

AMERICA’S NO.1
Certification body in 
Aerospace sector

TOP 3 IN THE UK
ISO 9001, ISO 14001,
ISO 45001, ISO 27001

CHINA’S NO.1
Certification body in 
Automotive sector

GLOBAL NO.1
Certification body in 

telecommunications and 
Automotive sector

GLOBAL NO.3
Certification body in 
Aerospace sector

UK’S NO.2
Certification body in 
Aerospace sector

BANGALORE

BOSTON

LONDON

SHANGHAI



We specialize in management systems certification for:

CERTIFICATION AND TRAINING SERVICES

QUALITY AEROSPACE
(QUALITY)

AUTOMOTIVE
(QUALITY)

ENVIRONMENT ENERGY

HEALTH AND 
SAFETY

INFORMATION 
RESILIENCE FOOD SAFETY RISK 

MANAGEMENT
MEDICAL 
DEVICES



NATIONWIDE
TRAINING
SERVICES

ACCREDITED 
COURSES

e-Learning / 
Live Webinars 

Public Training 
Nationwide 
Locations

In-house
Training

Virtual 
Learning

• e-Learning Introduction 
• 1 day Introduction Courses
• 2 day Implementation Courses
• 2 day Internal Auditor – NQA or IRCA
• 5 day Lead Auditor – NQA or IRCA
• Advanced Training

RANGE OF COURSES

QUALITY ENVIRONMENT ENERGY HEALTH AND 
SAFETY

MEDICAL 
DEVICES

BUSINESS 
CONTINUITY

AEROSPACE INTEGRATED 
MANAGEMENT

INFORMATION 
SECURITY



THE HISTORY OF ISO 27001

BS 7799:1995
First published by BSI 
and written by UK Gov 
Department for Trade and 
Industry

ISO 17799:2000
Information 
technology - Code of 
practice for 
information security 
management

ISO 27017:2015 
Information technology -
Security techniques - Code 
of practice for information 
security controls based on 
ISO/IEC 27002 for cloud 
services

ISO 27001:2013 
Information technology -
Security techniques -
Information security 
management systems -
Requirements

1995

ISO 27001:2022 
Information security, 
cybersecurity and privacy 
protection — Information 
security management 
system – Requirements

ISO 27001:2005 
Information technology -
Security techniques -
Information security 
management systems -
Requirements

ISO 27018:2019
Information technology -
Security techniques - Code of 
practice for protection of 
personally identifiable 
information (PII) in public 
clouds acting as PII 
processors

ISO 27701:2019
Security techniques -
Extension to ISO/IEC 27001 
and ISO/IEC 27002 for 
privacy information 
management -
Requirements and 
guidelines

ISO 27002:2022
Updated controls -
Information security, 
cybersecurity and privacy 
protection - Information 
security controls

2025

Transition Period
(3 Years)



LANDSCAPE CHANGES

What are the main 
threats affecting the 
security of a business 
and its data?

Pre-2013 2022

• Hactivism
• Script Kiddies
• DoS/DDoS
• Web Defacement
• SQL Injections
• Malware and 

Spyware

• High Value Data 
Theft

• Ransomware
• Organised Criminal 

Gangs
• State Sponsored
• Sophisticated 

Phishing 
• APTs
• Cryptojacking



ISO 27001:2022 CLAUSES 4-10



ISO 27001:2022 CHANGES 

Access Control

Communication Security

Organisation of Information 
Security

Cryptographic Controls

System Acquisition, development 
and Maintenance Supplier Relationships Information Security Incident 

Management

Physical Security

HR Security

Operational Security

Asset ManagementInformation Security Policies

Security Aspects of Business 
Continuity Compliance



ISO 27001:2022 CHANGES 



ISO 27001:2022 NEW CONTROLS

• 5.7 Threat Intelligence
• 5.23 Information Security for use of Cloud Services
• 5.30 ICT Readiness for Business Continuity

• 7.4 Physical Security Monitoring

• 8.9 Configuration Management
• 8.10 Information Deletion
• 8.11 Data Masking
• 8.12 Data Leakage Prevention
• 8.16 Monitoring Activities
• 8.23 Web Filtering
• 8.28 Secure Coding

Organisational Controls

Physical Controls

Technical Controls
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ISO 27001:2022 NQA GAP TOOL



STATEMENT OF APPLICABILITY

#Governance A.6 Organisation of information security

#Asset_management A.8 Asset management

#Information_protection

#Human_resource_security A.7 Human resources security

#Physical_security A.11 Physical and environmental security

#System_and_network_security A.13 Communications security

#Application_security A.14 Acquisition, development and 
maintenance

#Secure_configuration

#Identity_and_access_management A.9 Access control

#Threat_and_vulnerability

#Continuity A.17 Business continuity

#Supplier_relationships_security A.15 Supplier relationships

#Legal_and_compliance A.18 Compliance

#Information_security_event_management A.16 Incident management

#Information_security_assurance

 May be remapped

 Operational attributes can help



ISO 27001:2022 Transition Policy - Timeline

Oct 2022

Transition period begins
All current existing certificates to ISO 
27001:2013 will expire three years from 
31st Oct 2022

NQA to book future recertification audits 
as transitions

Any remaining transition audits should 
be completed (allowing suitable time for 
corrective actions and certificates to be 
issued).

Transition period ends

Nov 2025

Certificates for ISO 27001:2013 will 
no longer be valid from 01 Nov 2025

May 2025May 2023



ISO 27001:2022 Transition Policy – transition Approach

• Clients can transition their systems at surveillance or recertification audits

• Certification will be granted for ISO 27001:2022 in alignment with their existing 
cycle
• Transition at surveillance: the previous valid until date (VUD) will be 

maintained
• Transition at recertification: 3 years will be granted

Clients which have their ISO 27001 VUD restricted to less than 3 years due to the 
transition period (31 Oct 2025) will have the balance of their 3 year cycle 
reinstated at transition



ISO 27001:2022 Transition Policy – MR & IA

• Clients are strongly encouraged to undertake a Management Review and Internal 
Audit to the new requirements of ISO 27001:2022

• As a minimum, the client must have completed a formal gap analysis using the 
document mentioned above and reviewed the output with Top Management at 
management review or an equivalent mechanism

• Completion of the NQA ISO 27001:2022 gap analysis form is mandatory



THANK YOU
ANY QUESTONS?



FURTHER SUPPORT
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