
Principles of Management 
System Risk



Housekeeping

Can you hear me? – there is a dialogue box on your screen – please let me know via the 
‘questions’ box on your screen if there is a problem at any time

Questions may be asked as above, I will note these as we go along, but due to the number of 
attendees, will respond either at the end or in ‘bulk’ with a FAQ once they are all in

A copy of this presentation will be sent to you – feel free to make notes, but there is no exam at 
the end…



What is risk?

• Risk is defined as ‘the effect of uncertainty’

• Within the context of ISO management systems, this relates to the risks associated with achieving 
intended results, enhancing desirable effects, preventing undesirable effects and achieving 
improvements 

• Has always been implicit - remember preventive action…?

• Where is there risk and uncertainty? Typically – people, process, product, infrastructure

• Identify and address the uncertainty, and you can address the risk

• Risk can apply to any management system – but don’t confuse with OHS risk or aspects / impacts

• In plain English – what is in doubt that could affect what we do? 



Types of risk

Financial

Compliance

Human

Environment / H&S

Perception

Operational 



The effect of uncertainty - or an uncertainty that affects…?

• Risk within ISO is defined as the former 

• …But the latter can determine the risk

• Whichever is chosen – risk is involved and the output is the same 

• Action taken to address a risk, typically addresses an uncertainty 

• ‘Contextual Risks’ in plain English are ‘Relevant Uncertainties’



Risk based thinking  

• Risk-based thinking should be systematic within the management system, not a separate 
component

• Risk can exist in any part of the system, process or functions and should be considered at each 
stage

• Not all processes carry or will be exposed to the same level of risk(s)

• Identifying and addressing risks should be a proactive rather than a reactive process in preventing 
or reducing undesired effects 

• Risk based thinking is integral to everyday life and business operations – recognising and applying 
this is important – the chances are, you’re already addressing the clause



Risk based thinking  

• Risk is not only negative – e.g. competition / expansion is a risk, but the associated uncertainties 
can produce positive effects and opportunities

• Risk based thinking allows you to consider the current situation and the possibilities for, and 
impact(s), of change 

• Some risks will be acceptable – what are the advantages / disadvantages of taking action?

• Remember: it is ultimately the risks of, and associated with, achieving the objectives of the 
management system – conformity of products & services and achieving intended outcomes – that 
are to be considered 

• Remember: your context; risk based thinking is not new; is something you do already; is continual



Risk based thinking  

• Risk is all relative – the consequences can vary by organisation, product and service 

• Keep it simple! What is uncertain? i.e. What are the risks? Understand, review, assess and act –
remember PDCA…

• Involvement of people – whilst top management are required to be involved with and promote risk 
based thinking, those directly involved with the process may be best placed in identifying what 
uncertainties are involved

• What issues can affect your organisations values, performance, perception & knowledge and how 
can these issues affect your objectives? 

• What actions are practical to take? Avoid? Elimination? Substitution? Manage the likelihood? 
Manage the Consequence? Accept / manage the risk? Or even…pursue the risk!



Risk based thinking  

• Take action – but keep things in context & proportionate

• Preventive action has not necessarily gone – if you prefer it, use that term. Preventive action is the 
result of effective risk assessment

• Risk based thinking enables an organization to determine the factors that could cause its 
processes and its quality management system to deviate from the planned results, to put 
in place preventive controls to minimise negative effects and to make maximum use of
opportunities

• There is no ‘correct’ methodology – make it work for, and keep it relevant to, you

• You may not be able to eliminate the uncertainties, but you can manage the effects



Risk based thinking  

• What are the ‘failure points’ in the process

• Risk perception – broader resource input may highlight unnoticed risks

• One step at a time, risk ratings can come later

• Joined up thinking approach – context is very important 

• Document if necessary…and if required by the standard

• Addressing risks may identify opportunities – a risk around suppliers may source a better 
alternative

• There is uncertainty in everything - identifying this, evaluating the effect and determining action is 
the fundamental concept of risk based thinking



Possible effects of uncertainty…

Customer requirements not met

Insufficient product knowledge 

Wrong product delivered / late delivery

Incorrect material used

Contamination / damage

Resources - competence / training / awareness / availability / knowledge

Accidents 

Resource succession failure

Supply chain issues 

Financial instability / overspend

Poor communication / language barriers 

Compliance breach

Process inefficiency 

Infrastructure issues – maintenance / suitability 

Uncontrolled change

Reputation damage 



The possible benefits

• Improve the likelihood of achieving objectives 

• Consistency of output

• Confidence in the system and its deliverables

• Can establish a proactive culture of improvement 

• Can assist with audit, statutory & regulatory compliance

• Operational efficiency & governance 

• Effectiveness of change management 



The possible benefits – there’s more…

• Enhance your knowledge base

• Stakeholder perception 

• System & operational resilience

• Management system effectiveness

• Preventing negative effects 

• Reliability of products and services



Risk clauses & PDCA

• Clause 4 – Determination of the management system processes exposed to risk

• Clause 5 – Top management MUST engage: Promotion and application of risk based thinking 

• Clause 6 – Identify risks and take action 

• Clause 7 – Determine and provide resources

• Clause 8 – Manage operational processes in line with clause 6

• Clause 9 – How effective are the actions from clause 6?

• Clause 10 – Address undesired effects and update risks – improve!



Risk clauses & PDCA

• PLAN – Leadership commitment. identify, assess & plan actions to address risks

• DO – Implement & communicate the mitigation plan

• CHECK – monitor the implementation phase 

• ACT – Implement any changes to your risks & system 
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Risk based thinking – management programme

• Identify

• Analyse

• Treat 

• Monitor

• Control 
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Possible methodologies 

• SWOT

• PESTLE

• FMEA

• ISO 31000

• Cause & effect

• Brainstorming

• Interview 

• Root cause analysis 

https://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwiF8a-q4ebhAhUJ8xQKHVR1AFIQjRx6BAgBEAU&url=https://gdpr-info.com/monitoring-the-risk-to-data-processing/&psig=AOvVaw2sMty9SwNqe5kUXG2JydX8&ust=1556126840034083


Put very simply…  

What is uncertain, what can it affect & how, how can you manage  it? 



Thank you for listening 
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